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Your digital peace of mind

In a world where cyberattacks are on the rise, every company,
regardless of size, is a potential target with serious n
consequences: financial losses, damage to reputation, and o

leaks of sensitive data. Mantra helps your teams better

understand cyber threats with its awareness platform.

An accessible, scalable, and people-focused solution that makes cybersecurity a
strategic asset rather than a constraint. Because a protected company starts with

aware em ployees.

The 4 keys to prevention ;

A comprehensive approach to reducing human risk

How does Mantra work ?
Mantra trains employees directly on their digital practices in their real professional context.
Through specific scenarios — such as fake phishing emails or browsing scenarios — it

teaches them to recognize threats and adopt the right habits.

Gradually, everyone becomes more vigilant, which greatly reduces risks for the company

through four tools:

o Cybersecurity awareness « Smart Banners

o Phishing Simulation « Browser Defender
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Cybersecurity awareness (1/2)

The Mantra platform includes Alex, a unique e-learning system based on
interactive chat. Through short, fun mini-tutorials, your employees learn
about cybersecurity issues and best practices... without feeling
overwhelmed or bored.

Accessible directly from their usual tools (Slack, Teams) or via a web

browser, Alex fits naturally into their daily routine.

With Alex, awareness becomes a natural habit, not a chore.
Your employees become the company’s first-line defenders, while enjoying the

experience.

Hi there! Let’s learn about
cybersecurity l

Hockers are good... but you can

be better! e Conversational, interactive, and gamified

approach.
Ready to get storted?

e Short and engaging content, designed to

Can't wait ets gol save time.
® . : :
* Integration with collaborative tools already

Awesome! &

used by your teams.

",. Slock * Microsoft Teams Web opp

« Training on essential topics: passwords, phishing/SMS, GDPR, etc.
o Content continuously updated to keep pace with evolving threats.
e Quizzes integrated into each tool to reinforce learning.

¢ Real-time dashboards to measure effectiveness and facilitate your security audits.

BUSINESS SOLUTIONS > CYBERSECURITY ) MANTRA




CYBERSECURITY - MANTRA

Cybersecurity awareness (2/2)

With a quick and intuitive setup, Alex can
be rapidly deployed internally and offers a

wide range of interactive and customizable

courses:

Simple and comprehensive monitoring:

109

Currinl uger rapartition

T Courses Compisted

"fkoula

? Why is cybersecurity important?

1| Manira Course

& What is CEO-fraud?

41 Mantra Course

Passwords good practices

1§ Mantra Course

7 What is Spear-Phishing?

41 Manira Course

« What is MFA?

B What is GDPR?

L Manirs Course

% How to work safely on remote?

WEB HOSTER

o5 Liner count S, Engaged users
17 24% s ]
Porcentage of compieted Courten
Avecaa completon retepar depactrmt
Usars Progress
ek s sy
P I ¥ ¥ § J 5§ o " g & o g o oo A
z;§§£§§§)§§5§,§3§5i§' § ;’ffffff
s ey oy I FrdiESYEs
FFSFEFF I AP aaicfig
Firut Huma: ut Haeme Langusps Dvpartman Compasson St - .8 by o & F v ow = . ' i X e
- " . EEEEEEEE #
EEE B %%
oD o % %

>

BUSINESS SOLUTIONS

CYBERSECURITY

MANTRA

>

SINCE 1998



CYBERSECURITY - MANTRA ”iko U la

WEB HOSTER -~ SINCE 1998

Phishing Simulation tool (1/2)

Mantra's Phishing Simulation tool trains your employees to recognize and respond to
phishing attempts, including targeted attacks (spear phishing). Through realistic and
progressive scenarios, your teams develop the right practices while strengthening the

company's overall protection.

With this tool, your employees become human security sensors, capable of identifying

and reporting threats before they compromise your business.

From: fronck@&acme.co SPOOFED DOMAIN
k‘ To: david@acm.io

@ Mew Opportunity

Helle, 7 INTERMAL TOOL

| just sorw in Salesforce that you brought @ major oppartunity
ond | think you missed something

¢ Report Phishing

Best, «ss= PSYCHOLOGICAL TRIGGER

John COMPANY CEQ

+» Mantra
C ,
Congratulations !

A ATLASSIAN
You have detected a
: @& phishing simulation.
[ e |
-
° :
L}
1

e

* Automated and intelligent: regular mailings, progressive difficulty adapted to users,
real-time dashboards, and unlimited personalized campaigns.

» Real-world conditions: scenarios contextualized according to job roles and positions,
diversified tests (stolen credentials, malicious attachments, abusive permissions), and
targeted mailings for greater realism.

» Easy adoption: fun, gamified approach, reporting button integrated into the messaging

system, immediate micro-tutorials in case of errors for instant learning.
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Phishing Simulation tool (2/2)

The Phishing tool offers a wide range of email templates to prevent routine from setting in,
and allows you to create custom templates that are tailored as closely as possible to your

company's tools and situations.
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Mantra has developed an intelligent real-time awareness and warning system that acts

directly on your incoming emails.
As soon as a suspicious message arrives, even before it is opened, the user is alerted through
a clear and explicit banner. This simple and effective tool drastically reduces the risks

associated with phishing, fraud, and identity theft.

Attention, les éléments suivants sont

+ linkedin-noreply.com a élé créé il y a 15 Jours seulement.
+ Cel email semble étre envoyé par Linkedin, mals le domaine utilisé (linkedin-noreply.com) est inhabituel.

With Smart Banners, every user becomes a security player by learning to instantly

recognize threats, while administrators have a comprehensive view of attack attempts.

e Enhance real-time vigilance 204 o I

Traditional awareness is no longer enough: Smart Banners Philippe Carneiro requested
your signature. inbox W

Mantra/Banners/Malware attack

integrates a layer of security directly into email to help

employees identify threats as they arise. Docusign

to sales

» Proactive detection and simplified collaboration

Banners flag suspicious emails (impersonation, risky Be careful—the-following items are
highly suspicious.
attachments, etc.) and allow users to easily report a * This email looks like a message sent by
DocuSign, but the domain used
il ; H ; d ign.co) i .
suspicious message to the SOC with a single click. Sl

+ Contract.html is an HTML file, a format
often used in cyber attacks.

Mark as s safe | JEELIGENET

» Seamless deployment and measurable tracking
Compatible with Microsoft 365, Exchange Online, and

Google Workspace, the solution gets installed in just a few DocusSign

clicks and provides detailed dashboards to measure

awareness effectiveness.
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With Browser Defender, Mantra protects your employees in real time while they browse

the web, detecting threats before they become security incidents. This tool acts as a

cybersecurity co-pilot, alerting users at the right moment and giving administrators a

comprehensive overview of risky behavior.

Browser Defender turns every web session into secure browsing, without any extra

effort from users.

1L Mantra
) Youare sbout to download a high risk file For the employees, Browser Defender acts as
Gangeraus rin a sentinel. Whenever a suspicious password is

GO Updetea

submitted, reuse is detected, or a suspicious

U N download is initiated, a clear and immediate

alert is sent to warn them. Users are thus

1L Mantra guided toward best practices without

o Abnormal usage of your password

interrupting their work, learning to recognize

risky behavior while remaining protected. Your

ol passwords remain secret: Mantra only knows

their secure fingerprints (Hash).

With Browser Defender, your administrators have complete visibility
into the risks associated with web browsing. The central dashboard
provides real-time information on detected fraudulent domains,
attempts to steal or reuse passwords, and the complexity of the
passwords used by your employees. It also provides accurate tracking of
dangerous downloads by type, as well as third-party applications
installed and the permissions granted to them. At a glance, you can
identify potential vulnerabilities and take action before they turn into

critical incidents.
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Our support

Ikoula offers Mantra in four levels of protection to empower your teams to combat cyber

threats, combining a continuous training program with real-time protection.

Cyber Training Smart Mail Web Secure 360 Full Mantra

Cybersecurity
awareness

Phishing
Simulation

Smart Banners X X

Browser
Defender

¢ Cyber Training Pack - “Cybersecurity Training”

Includes the phishing simulator and Alex e-learning training course.

¢ Smart Mail Pack - “Cyber Training + Smart Banners”
In addition to the Cyber Training pack, includes the Smart Banners module, which displays

real-time alerts in emails.

¢ Web Secure Pack - “Cyber Training + Browser Defender”
Cyber Training Pack enhanced with the Browser Defender module, which directly protects

browsing in the browser.

¢ 360 Pack - “Full Mantra”
Take advantage of all four modules for a comprehensive approach that combines training,

messaging prevention, and browsing protection.
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Our support

At lkoula, we trust Mantra to protect our teams and infrastructure. We

chose it internally because we know how essential cybersecurity is for

a hosting provider like us, which guarantees the availability and ﬁ W
confidentiality of its customers' data. Mantru
A Cyber Guru COMPANY

Our profession puts us on the front line of digital threats
every day. This experience shapes our high standards and
vigilance, and it is precisely this expertise that we make

available to our customers through Mantra. Offering this

o solution is therefore not simply a commercial decision: it is
the natural continuation of our long-standing commitment

to security.

With Mantra, we combine the reliability of an innovative technological solution with the
personal touch of human support. Because we truely believe that effective protection relies
not only on tools, but also on the ability to guide, educate, and reassure. This combination
makes all the difference: resilient cybersecurity, embodied and applied on a daily basis, by

and for lkoula.
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Need more information ?

Ask our experts for advice !

SALES DEPARTMENT
+33184 0102 50

sales@ikoula.com



http://www.ikoula.com/en/cybersecurity/mantra
https://www.linkedin.com/company/ikoula
https://www.youtube.com/ikoulanet
https://x.com/Ikoula_EN
https://www.ikoula.com/en
mailto:sales@ikoula.com

